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Introduction to the CITC LAB
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Test LAB
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ATest Result.
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Test Objectives

A To provide an overview of the capabilities of the bluecoat proxy SG
to support IPv6 protocol.

A Emulating the integration of IPv6 with IPv4 Networks Performance &
ole]glife]}

A To simulate several scenarios and provide hands-on practice and
learning on the proxy Experienced.

A Proof of concepts for testing technology services and products.
A To provide solution to the ISPs using different scenarios.

A To simulate and test IPv6 proxy HTTP services based on IPv6
Network.
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Test Scenarios -1

Client with IPv4 address only accessing IPv6 sites

http://www.kame.net

http://[2001:200:0:8002:2003:4 7ff:fea5:3085]/
.
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nternal =
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http://www.kame.net
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Test Scenarios -2

Client with IPv6 address only accessing IPv6 and IPV4 sites

203.178.141.194

. IPv6-only -
nternal Policy . i
etwork ~ = “Network

www.kame.net
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Test Scenarios -3

Client with both IPv4 and IPV6 addresses accessing IPv4 and IPv6 sites

http://www.kame.net
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Key ProxySG Features Test

AConfiguring the appliance with IPV6 setting.
AManaging the appliance using IPV6 address.
ABroad protocol support

I HTTP, HTTPS, SSL, DNS, SSH, TCP Tunnels and
Telnet.

AIP Spoofing.
ALogging.
ACaching.

A Statistics.
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Key ProxySG Features Test

A Configuring the appliance with IPV6 setting using CPL.
1. Assign IP Address :

IPVY6-LAB#(config)interface 0:0

IPUE—LﬂBﬁ(config infterface 0:0)ip-address 2001:1490:100:12::11
0

2. Assign Gateway IP Address :

IPUE—LHB#[config]ip—default—gateway 2001:1490:100:12::1
0
IPV6-LAB#{config)

3.  Check the Configuration :

interface 0:0 :mode
1ip—address 172.16.1.2080 255.255.255.0
1p—address 2001:1490:100:12::11

ex1t

IPY6-LAB#show ip—default—-gateway

Default IP gatewavs
Gateway Height Group
172.16.1.1 1806
2001:1490:1800:12::1 106 1

I1PY6-LABH

11 © Blue Coat Systems, Inc. 2009. All Rights Reserved. Blue : coat




Key ProxySG Features Test

Configuring the appliance with IPV6 setting using GUI.
1. Assign IP Address :

Blue@3Coat ProxySG

Management Console  IPV6-LAB  Model 210-10

Statistics Configuration Maintena

@ General Adapters Bridges

Adapter|T

@ Network

@ Services

@ ProxyClient

@ SSL

@ Proxy Settings

@ Bandwidth Mgmt.
@ Content Filtering Physical Interface 24(255,255.255.0)
@ Authentication

@ External Services
@ Forwarding

@ Health Checks

@ Access Logging
@ Policy
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Key ProxySG Features Test

Configuring the appliance with IPV6 setting using GUI.
1. Assign IP Address :

Blue$Coat ProxySG

Management Console  IPV6-LAB  Model 21010 S/N 0508061235  SGOS 5.4.1.14 Proxy Edition

Statistics Configuration

Adapters ‘

Adapter/Inter

Up Adapter 0

100 Mbas
Ful

Inkerf.

@ ADN

@ Services

@ ProxyClient

@ SSL

@ Proxy Settings

@ Bandwidth Mgmt.
@ Content Filtering
@ Authentication

@ External Services
@ Forwarding

@ Health Checks

@ Access Logging
@ Policy

Unsaved changes, press "Apply" to save changes
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Key ProxySG Features Test

Managing the appliance using IPV6 address :

A Using the SSL

£ 2001:1490:100:12::11 - PuTTY =]
login as: admin
adrin@2001:1490:100:12:0:0:0:11's password:

CITC-IPVELAE>en
Enable Password:
CITC-IPV6LABH]

A Using the GUI

/= IPV6-LAB - Windows Internet Explorer,

'ﬂ' ,®  |# | https:fi[2001:1490:100:12::11]:8082/SecureLocalfconsolefme_indes:. html

File Edit “iew Favorites Tools  Help

o7 Favorites | 55 (& * @ Free Hotmail & |

& 1Pye-LAB

Blue@3Coat ProxySG

Management Console IPV6-LAB Model 210-10 SIN 0508061235 5GO0S 5.4.1.14 Proxy Edition

Blue&3Coat
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Key ProxySG Features Test

AAccessing IPV6 Sites
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